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Secrecy Iin the-User Symmetric Deterministic
Interference Channel with Transmitter Cooperation
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Abstract—This work presents novel achievable schemes for introduced in [[7], which led to insights on the achievable

the 2-user symmetric linear deterministic interference channé
with limited-rate transmitter cooperation and perfect seaecy
constraints at the receivers. The proposed achievable same
consists of a combination of interference cancelation, raying
of the other user’s data bits, time sharing, and transmissio of
random bits, depending on the rate of the cooperative link ad
the relative strengths of the signal and the interference. fe
results show, for example, that the proposed scheme achievéhe
same rate as the capacity without the secrecy constraintsn ithe
initial part of the weak interference regime. Also, sharingrandom
bits through the cooperative link can achieve a higher secy
rate compared to sharing data bits, in the very high interference
regime. The results highlight the importance of limited transmit-
ter cooperation in facilitating secure communications ove 2-user
interference channels.

Index Terms—Physical layer security, interference channel,
deterministic model, transmitter cooperation.

I. INTRODUCTION

schemes in Gaussian relay networks. The deterministic mode

has subsequently been used for studying the achievabke rate

with the secrecy constraints inl[8]=[10]. However, the efffe

of limited transmitter-side cooperation on secrecy in am#s

not been explored in literature, and is the focus of this work
In this paper, novel transmission schemes for Pheser

SLDIC with limited transmitter cooperation and secrecy-con

straints at the receivers are proposed, and their achievabl

secrecy rates are derived. The transmission scheme depends

the capacity of the cooperative link (denoted®@y and value

of a £ 2, wherem £ (|log SNR|)™ andn £ ([log INR])*.

The key features of the proposed schemes are:

1) In the weak interference regiﬁlG{O < a < %), the

scheme involves precoding of a user’s own data bits with
the bits received through cooperation, to simultaneously

cancel the interference and ensure secrecy.

In multiuser wireless communications, users experienc&) In the moderate interference reginté < a < 1),

interference due to the broadcast and superposition nafure
the medium. Interference not only limits the performance of

the scheme uses interference cancelation, random Dbit
transmission, or both. The novel idea behind the random

the system, but also allows users to eavesdrop on the other bit transmission scheme is explained in Sec. 1I-B.
users’ messages. For example, in a cellular network, wheg) In the high interference regim@ < o < 2), the scheme

users have subscribed to different contents, it is impbftan

the service provider to support high throughput, as well as
secure its transmissions, in order to maximize its own regen

involves relaying of the other user’s data bits obtained at
the transmitters through the cooperative links, in additio
to the techniques used f¢2 < o < 1).

In these scenarios, the transmitters (e.g., base statames) 4) Inthe very high interference reginte > 2), the scheme
not completely isolated from each other, and cooperation Uses time sharing, along with the techniques used for

among them is possible. Such cooperation can potentially
provide significant gains in the achievable throughput ia th
presence of interference, while simultaneously guaramgee

(1 < a < 2). Unlike the other interference regimes, when
a > 2 and for small values of, sharing random bits
along with the data bits is strictly better that sharing only
data bits, in terms of the achievable secrecy rate.

security. In this work, we investigate the effectiveness of
limited transmitter cooperation in 2-user symmetric linear To the best of the authors’ knowledge, the transmission
deterministic interference channel (SLDIC) on interfen schemes proposed in this work have not hitherto been studied
management and secrecy. in the literature. Further, the secrecy rate achievablehey t

Information theoretic secrecy in the interference channgtoposed schemes is derived. It is shown that it is possible
(IC) with K > 2 users and different eavesdropper settinge achieve a nonzero secrecy rate in almost all cases, with
have been analyzed inl[1]i1[2]. In][1], the secrecy 3n limited transmitter cooperation. In some cases, the aabiev
user IC is considered in the presence of an eavesdropperségerecy rate equals the capacity of the same system without
[2], the broadcast and the IC with independent confidentidle secrecy constraints. Thus, the proposed schemes allew o
messages are considered, and optimality is establisheufria s to get secure communications for free, in these cases.
special cases. The frequency/time selecti¥aiser Gaussian Due to lack of space, the proposed transmission schemes
IC (GIC) with secrecy constraints is considered [in [3]. Thand the corresponding achievable rates are stated only for
effect of cooperation on secrecy has been exploredlin [4eme specific interference regimes. The complete details wi
[6]. A linear deterministic model for relay network was

INote that the definition of the weak interference regime herdifferent
The authors are with the Dept. of ECE, Indian Institute ofeSice, from the more typical0 < a < %) [21]. 1t will turn out that (0 < a < %)
Bangalore 560 012, India (e-maifgartha, cmurthy@ece.iisc.ernet.in). is more appropriate for the discussion in this paper.
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be provided in the extended version of this warkli[12].

. ﬂé afl
Notation: Lower case or upper case letters are used t 0 0 ,,ﬁZ; jz
represent scalars. Small boldface letters represent rgect S T Ll LTI
whereas capital boldface letters represent matrices. 0
Il. SYSTEM MODEL m b
. . . . 3 b3
Consider a two user Gaussian symmetric IC (GSIC) with b2 by o) b2
. . . . L 1 -
cooperating transmitters. The signals at the receivers are w2 R-2 ™2 Re-2
modeled as @ (b)
U1 :hd«Tl +hcx2+zl; Yo = hd$2+hcx1 +22, (1) ;Ig 14LD|C WIthm:4andn:20:0, RS:Zand[:@)C:Z,
s =4
where z; (7 = 1,2) is complex Gaussian, distributed as

zj ~CN(0,1). Here,hy andh, are the channel gains of theg,,se interference at the unintended receiver at the bottom

direct and cross links, respectively. The transmitterpeoate |gye|s(1 : ). Without transmitter cooperation, if all the bottom

through a noiseless link of finite rat@s). The equivalent ., evels are used for transmission, it is easy to see that

deterministic model of (1) at high SNR is as follovis [13]:  {ransmitting on the remaining levels either reduces the rate
y1 = D7 x; @ DI "xy; yo = DY Mx, @ D7 "x;, (2) OF violates secrecy. Hence, it is possible to transmit n bits

securely, wherC' = 0.

wherex; andy; are binary vectors of length = max{m,n},  With transmitter cooperation({ > 0), it is possible to

D is a ¢ x q downshift matrix with elementsl;, = 1 if  transmit on the top levels by appropriately xoring the dats b

2<j=k+1<qandd;, = 0 otherwise, andp stands wjth the cooperative bits in the lower levels prior to trans-

for modulo2 addition XOR operation). The parameters mijssion, as follows. The transmitters exchang&{n, C}

andn are related to the GSIC as = ([log|ha|*])*, n = pits, which are the bits they intend to transmit on the levels

(Llog |he[?])*, while the capacity of the cooperative link iS[, — n, + 1 : m — n + min{n, C'}], through the cooperative

C = |Cq] [13]. The quantitya £ 2 captures the amount|ink. These cooperative bits are precoded with the data bits

of coupling between the signal and the interference, and4g the levels[l : min{n,C}] to cancel interference caused

central to characterizing the achievable rates of the LDIC. by the data bits sent by the other transmitter. This scheme is
The convention followed for the LDIC is the same agystrated forC' = 0 and2 in Fig.[]. Mathematically, when

that presented in_[13]. The bits;,b; € {0,1} denote the ¢ < j, the message of transmittéris encoded as follows:

information bits of transmitter$ and 2, respectively, sent on

the:™ level, with the levels numbered starting from the bottom- X1 — O(m—(r+0))+x1 } & [ O(m—cyx1 } 3)

most entry. The bits transmitted on the different levels of the A(r40)x1 b1 ’

LDIC are chosen to be equiprobable Bernoulli distributed,

1 R Wherea = [a,1c,ar1c-1,---,a1]7 are the own data bits,
denoted byBern (3). The bitsd;,e; € {0,1} denote the b 2 [byy e brrc 1. brsa]® are the cooperative data bits,

random bits generated by transmittdrsand 2, respectively, A o .
th . . ndr = m — n. The message of transmitt@ris encoded in
and sent on the™ level. The random bits are independent o X .
: 1Y Aictripor 140 an analogous fashion. Whefi = n, it can be shown that
the data bits, and are generated fromIfen (1) distribution. the proposed scheme achievesx{ 1, the maximum rate
The transmitter: has a messagél;, which should be Prop XUy,

decodable at the intended receivigrbut needs to be kept S%ii?éz dmartr(]jf cLolz)lCér:t\'/h:rt?t;caTrL]’ é’; _ST; db'ftjr Z?]r::o%?n
perfectly secret from the other, unintended receiyef # i. ! perative bi u Ng.

ence, in the sequel, it will not be explicitly mentionedttha

The encoded message is a function of its own data bi$’< The proposed encoding scheme achieves the followin
the bits received through the cooperative link, and pogsibl — - prop 9 9

some random data bits. The encoding at the transmitterd;hms,P(mmetrIC secrecy rate:

satisfy the causality constraint, i.e., it cannot dependubure Rs =m —n+ min{n, C}. (4)

cooperative bits. The decoding is based on solving the Hinea

equation in[(R) at each receiver. Also, it is assumed that the

transmitters trust each other completely and that they do no ) , )

deviate from the agreed scheme. For secrecy, it is required® Moderate interference regime (3 < o < 1):

satisfy I(W;,y;) = 0,4,j € {1,2} andi # j [14]. First, note that the links in the LDIC can be classified into

three categories: Type |, Type Il, and Type lll, as shown o Fi

_ _ [2(a). The classification is based on whether the data bits are

A. Weak interference regime (0 < a < 2): received cleanly or with interference at the intended reei
When0 < o < 2, bits transmitted on the lowen —n levels and whether or not they cause interference at the unintended

[1 : m—n] do not cause interference at the unintended receivegceiver. The numbe(r; ) of Type | and(r2) of Type Il links

and data bits transmitted on these levels will remain secusger; = r, = ’”T‘l =m — n, wherel is the number of Type

But, the bits transmitted on the teplevels[m—n+1: m] will Il links, which is given byl = 2n —m.

IIl. ACHIEVABLE SCHEMES



First consideiC = 0. As the bits transmitted on the Type Il
links [1 : mm—n] are not received at the unintended receiver, i
is possible to transmit at least bits securely. Data bits trans-
mitted on the Type llI/l links (levelgn—n+1 : n]/[n+1 : m])
will cause interference at the unintended receiver, arglribit
possible to ensure secrecy with uncoded data transmisgion o )
these levels. As the Type Il links are already used up for dat@re'ns |
transmission, the remaining2 {n — (1, + C)}" level§ can  [e i tink
be used for transmission with the help of random bits sent bjgype i Links]
each transmitter. Transmittérsends the random bits in such ™2
a way that they superimpose with the data bits sent by the
other transmitter, at receiverNote that, the receiver does not
require the knowledge of these random bits in order to decode
its own message.

Now, it is required to determine the number of levels o
Type I/lll links that can be used for data transmission. bloti (¢ =1
that bits transmitted on any level get shifted downrhy- n
levels at the unintended receiver. In the proposed scheme
transmission occurs in blocks of siaém — n) levels, with
each block consisting of a sequence of data bits, randomn
bits and zero-bits of sizen — n each, sent on consecutive
levels. Such a scheme ensures that the intended data bits are
received cleanly at the desired receiver, and, data reteite Fig. 2. LDIC withm = 5 andn = 4:[[@) Different types of linkd, (B)> = 0,
the unintended receiver remains secure. The total numberfof=2[C1C =1, Rs = 3, and[(d)C' = 4, Rs = 5.
blocks of size3(m — n) that can be sent i& = {

IType | Links;

IType IlI Link:

[Type I Links(|
Tx-1

T |
The remainingt £ ¢%{3(m — n)} levels may or may not A
be usable for data transmission depending on the number'of’am—”ﬁl]_’ d; = [dm*(l*Wz’df”*(l*)’“rlA’ e

levels remaining for random bit transmission. The quanti&m—ljzzl]' z; is & zero vector of sizé x 7y, p = 3B(m —n)

¢ = min{(t—rs)*,m} is the number of data bits that@ndp’ = m — p. The encoding at transmitteris similar.

can be securely sent on the remainintpvels. With a litle €28 2 (¢ 7 0): The number of data bits that can be sent on

bookkeeping, it can be shown that, fof = 0, the proposed the remaining levels isq = min{(t —r2)", ro}. In this case,
scheme achieves the following symmetric secrecy rate; (1€ message of ransmittéris encoded as follows.

d Tu 2
u3p_2,d3p_1,238,] , W = [am—(l—l)rgvam—(l—l)rg—lv

0
Rs=m—-n+B(m—n)+q. 5 px1
S m-=n (m n) q ( ) Xrl’nod =x, ® a/t><1 (7)
When C > 0, the achievable scheme uses interference O(m—(pt1))x1

cancelation in addition to random bit transmission. Bigng-
mitted on the levelsfr, + 1 : r, + C] at transmitter: L2
will interfere with the levels[l : C] of receiver j. The "I = [am—p; am—p—1,- - Gm—p-q+1], d11 = [dim—w,

interference can be eliminated by precoding the data bits Gp—w—1; - - dm—w—q+1]. AlSO, w2, (,112 and z are zero
levels[1 : C] at transmitterj with the data bits of transmitter YECIOrS Of Sizel x v, 1 x f, and1 v respectively. Here,
i, received through cooperation. The remainipgevels can ¥, (rz —q), f = (t=(r2+¢)" w = p+r; and

o , . oA +
be used for data transmission with random bit transmissidh,— (t —2r2)".

exactly as in theC — 0 case. The achievable scheme is The proposed encoding scheme achieves the following

illustrated for different values of' in Figs.[2(b)[ 2(d) anf 2(}). symmetric secrecy rate:

Mathematically, the message of transmitterl is encoded as Rs =m —n+ B(m —n) + ¢+ min{n, C}. (8)
follows:

Casel (¢ =0):

wherex; is as defined in[{6)a’ £ [ui1,u12,d11,d12,2]”,

C. Interference is as strong as the signal (« = 1):

0 u In this case, from[{2)y; = y» = x1 ® x2. Hence, it may
x; = | _(m=(r24C))Fx1 ] @ { ggm—c)“ } ® { Apx1 } ., hot be possible to achieve a nonzero secrecy rate, as both the
A(rz+C)x1 Cx1 0prx1 ©) receivers see the same signal.
D. Very high interference regime (a > 2):
Due to lack of space, the achievable scheme is presented
in detail only fora = 2, even valuedn, and 3 < C < 377”
2Although C' = 0 here, the expressions are written includifigior use in Detayls Of_ the achievable scheme for the other cases will be
the sequel. provided in [12].

A T A
wherea = [ay,+¢, Gryr0—1,---,01]" , b= [brytc,

A
br2+0717 .- '7b’l“2+1] ’ a' = [u17d23Z37u4ad57Z65 ceey



Now, whenC = 0, links corresponding to levell : m]

0> & d L
cannot be used for transmitting a user’'s own data, as the ﬂﬁﬂ de]l a %i%;lf ’;i‘i»dl
are not present at its receiver. Only the links correspanttn d ] d i
levels[m~+1 : n] can be used for transmission. Bits transmitteg _, < * et L, Rx-d
on these upper levels will be received cleanly at the unatedn
receiver. Hence, whefi = 0, it may not be possible to achieve fo‘d‘l ﬁ;;%] . byl ffi‘d{

a nonzero secrecy rate. However, wh&n> 0, it is possible b , B :
to achieve a nonzero secrecy rate, as explained below for the Tx-2 Rx -2 Tx-2 Rx -2
case wheren is even. (a) First slot:(R1, Ra) = (2,3). (b) Second slot{R1, R2) = (3,2).

When% < C' < 377” the achievable scheme uses transmis-
sion of random bits, interference cancelation and timeisbar
The transmitters share a combination of random bits and data
bits through the cooperative links. More specifically, btita  Of the cooperative link for different values @i andn. Also
transmitters sharé? random bits along withC;, = C' — 2 plotted is the per user capacity of the SLDIC with transmitte
data bits. In the first time slot, transmittér sends them, ~ COOperation, but without the secrecy constraints [13].
random bits ¢; and ¢;) on alternate levels il : m]. In In Fig.[4, the achievable secrecy ratelih (4) is plotted fer th
order to eliminate the interference caused by these random= 4, n = 2 case. It can be seen that the proposed scheme
bits at receiver, the data bits of transmitter are precoded Meets the capacity without the secrecy constraint for dlles
(xored) with thesem random bits and transmitted on thedf C. Hence, the proposed scheme is optimal for= 4
levels from [m + 1 : 2m] from transmitter2. The random andn = 2, and, interestingly, one obtains secrecy for free.
bits are not canceled at receiverFurther, receivet has no In this case, the achievable scheme is based on interference
knowledge of these random bits. Hence, it cannot decode gncelation. Whem: = 6 andn = 5, the achievable rate in
bits intended to receive2. Also, the data bits of transmitter (8) is plotted in FigLb. Here, the scheme is optimal e 5.

2 received through the cooperative link are transmitted at thhere is a gap between the achievable rate and the capacity
upper levelsjn — C; + 1 : n] from transmitterl. Again, in without the secrecy constraint whei < 5. This could,
order to ensure secrecy at receilertransmitter2 sends the Perhaps, be due to the secrecy constraint itself. The dieniva
same data bits at leve|s: — C; + 1 : m] along with theC; of outer bounds on the achievable rate, that would settke thi
data bits of transmittet, also received through cooperationduestion, is work in progress. In Fig. 6, the achievableesgcr
This not only cancels the interference due to the bits sent &€ is plotted as a function af', with m = 2 andn = 4.
levels[n—C;+1 : n] at receiver, but also enables transmitterlt can be observed that the proposed scheme is optimal when
2 to relay the data bits of transmittér C >4

In the remaining upper levelsn + 1 : n — ], transmitter It is interesting to note that although the users are not
1 sends its own data bits xored with random bits. Transmittalowed to decode the other user’s message, it is possible to
2 transmits the same random bits on levils Cy] to cancel achieve nonzero secrecy rate with cooperation, even in the
the random bits at receivér In this way, transmittet sends Very high interference regime > 2). Thus, with cooperation
m — C; data bits of its own and’; data bits of transmitter (C' > 0), it is possible to achieve nonzero secrecy rate in
2, in the first time slot. Simultaneously, transmitteis able almost all cases. Also, whefi = n, the proposed scheme
to sendm data bits of its own and’; data bits of transmitter achieves the maximum possible rate, ir@ax{m,n}.

1. In the second time slot, the roles of transmittérand 2

are reversed. Figurds 3(a) and B(b) illustrate the scheme B Further Remarks

m = 2 andn = 4, with C' = 2 bits. It can be observed that, in 1) When (0 < a < %), the proposed scheme is optimal
this case, it is possible to securely transthit bits per user. for all values ofC. In this case, interference cancelation

When(0 < C < %, interestingly, transmitters share only  suffices to achieve the optimal rate.
random bits through the cooperative links. The achievable?) In the moderate interference regini¢ < a < 1), the
scheme involves transmitting the data bits xored with the proposed scheme achieves nonzero secrecy rate for all
random bits. The same random bits are transmitted by the othe values ofC. It is possible to transmit data bits securely in
transmitter, so as to cancel them out at the desired receiver the higher levels by intelligently choosing the placement
When%m < C < n, the achievable scheme uses interference of data and random bits, in addition to interference
cancelation, and transmitters share only data bits thrabgh cancelation.
cooperative links. The details are omitted due to lack otspa 3) Unlike in the weak interference regime, the achievable
scheme in the moderate and high interference regimes
uses random bit transmission, whéh= 0.

Fig. 3. LDIC withm =2 andn =4: C =2 and Rg = 2.5.

IV. DISCUSSION

A. Numerical Examples 4) In the very high interference regime: > 2), it is not
Now, some examples presented to illustrate the optimafity o possible to ensure secrecy with random bit transmission
the proposed achievable scheme for different, andC. The without cooperation. However, with cooperation, it is

achievable secrecy rate per user is plotted against theitapa possible to achieve nonzero secrecy rate. Further, the
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a nonzero secrecy rate, even when the interference is very
strong. Finally, wherd < o <
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1

5. the achievable scheme is

found to be optimal for all values af'. Whena > 2, sharing
random bits, or data bits, or both, outperforms sharing only
data bits through the cooperative links. Finding outer lsun
and extending the results to the Gaussian setup are inteyest
avenues for future work.

(1]

(2]

(31

scheme may use the sharing of random bits and/or datd

bits, depending omn, n, andC.
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